Fiona Haynes Internet Safety

“Don’t believe
everything you
read on the

Internet just

because there’s
a picture with a
quote next to it.”

—Abraham Lincoln




What are the main concerns?

Cyberbullying
Pornography
Internet Privacy
On line stalkers
Groomers
Video game addiction
Internet addiction
Facebook addiction
Gambling addiction
Indecent images
Sexting



I Opportunities

AThe positive benefits
I Risk

AThe different types of risk, and how to manage them
I Use

AHow much time is spent using digital technologies



FACTS

A 170 millioniPadssold to date and Increasing
Everyday

A 9 million iPhones sold in one weekend, with
launch of 5S



uSwitchSurvey 16/1/2014

A More than a quarter of British child 796) h
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A Nearly 4 million childr%n In I?BritaPi]n {29%2 first Iearn%d to
use a’tablet or smartphon ¥t e time t]ey were threge
one In ten (11%) were under two years old

A Parents spent £5.6 billion on gadgets for their children in
2013- sp? sr?lng out £462 eac% o% average

A Nefaﬁ%' a Rifth of garents (16%) belileve their under 16s arr;\
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say their children would feel lost without them

A More than one in tenchildren (12%) have run up bills on
Melrr tab?et or smartB%one t r(ougﬁ)impp purcﬁ%ses



Trends

A Tablets are becoming the mustave devi
for children...

A ...while older children opt for smartphones...

A ... and children are less likely to have other
media devices in their bedrooms

A One in seven parents of-3s feel their child
knows more about the internet than they do



SomeDigital Activities

A Communicationc{ 1 @ LIS 2 KI 0 Qa
SnapchatKikMessenger, Whisper

A Social Networks Facebook, Twitter,
Instagram Chatroulette Ask FM

A Media ¢ YouTubeSpotify, creation of media
A Gamingg CandyCrush SagaMinecraft

A Learning and education

A Purchasing; Apps, Content, Lives in Games
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http://www?2.lse.ac.uk/media@Ise/research/EU
KidsOnline/Home.aspx



Insights from EU Grooming Projec

- : + Least likely to interact with groomer
Resilient Children » Low risk of meeting groomer

At + Safety needs metthrough standard awareness
(majority) e

» Willing to interact, send provocative images or

Risk-takers text. ‘game playing’.

* Unlikely to meet, but may be blackmailed

» Safety needs met through standard programmes-
some emphasis on appropriate use of SNS

» Willing to interact, seeking relationships/friendship

» Targeted & high risk of meeting, easier to
manipulate

» Vulnerable offline- safeguarding services?

» Needs exceed standard programme,, practitioners
screening YP for Internet related abuse?




What are the potential risks?

A Do things online that you wouldot do offline!

A Share too much information with  people you
R2Yy QU ¢lyld (G2kR2 y2i0

A Meeting up with a stranger.

A Seeing upsetting or disturbinmages

A Being exposed to bad language

ACSSf LINlSaadzaNBR (02 R?2
to do.

A People lying to you online




While faceto-face connection becomes
less important in the digital age, the
skills people gain from conversation, like
negotiation, reading emotions, and
facing confrontation, are becoming less
essential. On top of that, having
constant access to technology inhibits
the human need to accept and cope

with being alone.



What wrong with the digital world?

When a child cancebsvisit with grandma over
the phone versugy text or email. Thehild
explained that just hearing the disappointment
AY UKSANI AN YRY2U0KSNX;
enough to alter their decision. By comparison,
when simply typing an excuse and hitting the
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feelings at all.



Snartphonesare making it easier fazhildren
to be mean to each other without having to
faceconsequences e.g. wh@me child calls
another fat. In person, ahildcan see how
Insulting their peer might causgoset.
However, via text, the Hperson exchange Is
completely lost, allowing a child to develop a
kind of callousness that can accompany a lack
of faceto-face communication.



Who cares?

What can you do as a parent?
The most important thing Is communication.
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Theymay becomfortable surfing the net, however
they are more vulnerable than we were at that age.
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What do | need to know? N

The internet is always changing, and being able to keep up to date with your Heedhen?

children's use of technology can be a challenge, especially if you feel that your
children may have better technical skills than you do. However, children and young
people still need support and guidance when it comes to managing their lives Glossary
online and using the internet positively and safely.

Hot topics

For detailed information regarding specific topics such as social networking, online grooming, gaming, E-safety advice for parents and
downloading etc see our Hot topics. e
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f ’ Advice.. Help.. Report..
CEOP ? CLICK CEOP
c CEOP Command Visit ceop.police.uk

A National
Crime Agency

command Home AboutCEOP Media Centre Education Publications Partners and Supporters Recruitment Contact us

Watch the trailer for our new film |

'‘Exploited’
' 4




Email:

Password:

Secondary

Advice for carers
The Parents' and Carers’ Guide
Keeping up with the Joneses

Visa

? CLICK CEOP
Advice Help Report

Advice if your children are in

Supported by \Prima ry Educati(y
VISA

Talk to your child about... Webcams

Browser Safety
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Welcome to CEOP's thinkuknow website L CLICK CEOP J

PREVENTING
CHILD SEXUAL EXPLOITATION
THROUGH EDUCATION

The new film from CEOP @

Teacher?
Trainer?

p

Come in to find the latest information on the sites you like to visit,
mobiles and new technology. Find out what's good, what's not and what you can do about it. If
you look after young people there’s an area for you too — with resources you can use in the
classroom, at home or just to get with it. Most importantly, there’s also a place which anyone can
use to report if they feel uncomfortable or worried about someone they are chatting to online. All
the information here is brought to you by the team at the Child Exploitation and Online
Protection (CEOP) Centre. We hope you like it!
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ited Sites v

Hello

If youare 5,6 or 7, | bet you

probably like to use the
computer for fun.

We've made this website to help
you go on the internet in a safe
way and know who to talk to if
you are worried.

You can also find out about Lee
& Kim's adventures or watch
Hector and his friends
learning to use computers
safely!
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CONSTABULARY

HERTFORDSHIRE \’R\N \ ! aﬁ

MAIN MENU w» REPORT A CRIME

Home Page > Advice > ChatRight - Internet Safety > Guidance for Adults uUs
ChatRight - Internet Safety N
» The Internet F
Explained — t
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A PLACE FOR ADULTS 53
We have put together some advice to help you keep your child safe online: :
» F
Keep your child’s computer in view so that you can see what they are doing g
and who they are talking to online. :

»
- F
Keep up to date with < chat slang C




Common Sense Donate | Firsttime here? | Signin | Register search our site n

media
Reviews ¥ Top Picks « Best Apps & Games ¥ Videos ~ Blog Educators v Resealch
We are the nation's leading independent nonprofit B 0O (P (31 2

advocating for kids

Our Mission

Common Sense Media is dedicated to improving the lives of kids and families by providing the
trustworthy information, education, and independent voice they need to thrive in a world of

Our mission

Staff leadership media and technology.

Board of directors We exist because our nation's children spend more time with media and digital activities than

Board of advisors
FAQs
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they do with their families or in school, which profoundly impacts their social, emotional, and
physical development . As a non-partisan, not-for-profit organization, we provide trustvy)qrthy
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Advice by age

2- to 4-year-old childrenoften see cartoon violence. But keep them away from anything that
shows physical aggression as a means of conflict resolution, because they'll imitate what they
see

For 5 to 7-year-olds, cartoon rougkandtumble, slapstick andantasy violence are OK, but
violence that could result in death or serious injury is too scary

8- to 10-year-olds can handle actiofhero sword fighting or gunplay as long as there's no
gore.

For 11 to 12-year-olds, historical action is OK, including battles, fantalsggshesand duels.
But closeups of gore or graphic violence (alone or combined with sexual situations) aren't
recommended

Childrenages 1317 can and will see shoéem-ups, blow'em-ups, hightech violence,
accidents with disfigurement or deatanger andgang fighting. Point out that the violence
portrayed hurts and causes sufferingmittime exposure to violence, especially in video
games

Most 18 ratedgames aren't right forchildrenunder 17. The ultraviolentbehaviouroften
combined with sexual images, isn't good for developing brains. Just because your child's
friend is allowed to play violent games or watch violent movies doesn't mean they're OK for
your child.
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